Introducing

The Internet

INTER: between or among
NET: network
The Internet is a whole lot of computers, connected together, that all
speak the same computer language: TCP/IP.
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Welcome to the Internet
Connect one computer to another
and you have a network.

… then …
“We ALL speak TCP/IP”

“I speak TCP/IP”

“I speak TCP/IP”

Connect one network to another…
add a few million more computers…
some big, some small…
and you have the Internet!

The Internet, at a very basic level, is computers connected together to form one big
network. To be able to send and receive information, these computers all use the
same computer language, called TCP/IP. By the way, the “IP” stands for Internet
Protocol – that is, the agreed upon way for computers which want to be part of the
Internet to communicate.
What can you do on the Internet? Well, on the Internet, there are millions of
websites with all sorts of information, there are billions of email messages sent and
received, there are videos, pictures, and music, there are phone calls, there’s good,
there’s bad, there’s funny, and there’s sad.
The Internet is all about connecting people and it reflects the wonderful chaos of
the world we all live in.
Let’s go figure out how the Internet works, stay safe, and join the fun……
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How to Connect to the Internet
To join the Internet you need:
computer hardware of some kind -- desktop, laptop, tablet, etc.
a connection to get Internet service
and some software so your computer knows what to do.
Let’s start with the hardware. Just about any computer nowadays can be set up to
connect to the Internet. Typically your computer hardware will use a cable called
Ethernet or by using special radio signals called Wi-Fi to connect to the Internet.
There are a huge number of hardware options, whether you choose a desktop
Windows PC, an Apple Mac, a notebook, a tablet, or even a smart phone.

Next, the connection to the Internet. You have to have some way to connect to and
have your computer send and receive data on the Internet. Just like you pay for
electricity or water, you will need to pay for an Internet connection. A company that
provides these services is called an Internet Service Provider or ISP.
Not too many years ago you likely would have used your phone service and had
“dial-up” service. This is still available but is slow and is increasingly being replaced
with dedicated or “always on” Internet connections.
Today most people buy service through their cable
TV provider or the phone company. There are other
options, such as satellite Internet services, but these
are more expensive, slower, and really only needed
if there is no other option.

Finally, you need the software to let you use the Internet.
The primary software to use the Internet is a web browser.
Examples of web browsers are Microsoft Internet Explorer, Google
Chrome, and Mozilla Firefox. They are all free and we’ll look more at
the benefits of each.
Let’s look at a couple of scenarios on what is needed to start exploring the Internet.
Note: these scenarios are common setups, but there are many other variations
possible to access the Internet.
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How to Connect to the Internet – Scenario #1
Remember, to use the Internet you need:
computer hardware, a connection, and software.

This laptop is made by Toshiba.
That’s the computer hardware.

The Internet service connection is
provided by a subscription to a “DSL
line” through the phone company. Note
the antenna on the DSL modem – it
allows the user to use the laptop around
the house wirelessly rather than having a
cable plugged into the laptop.

The laptop is running Microsoft Windows 8 as the operating system.
That’s the software that starts up when you turn the computer on
and works with all the other software to talk with the hardware.
To get on the Internet,
we use a browser.
A browser is software designed
to let you work with the Internet.
Let’s use Internet Explorer.

Now, using the Internet Explorer browser,
to help us find what we want on the Internet,
we use a search engine. A search engine website
is an online tool or an online service that searches
millions of web pages and returns results based
on your search keywords.
Let’s use Google. www.google.com

If we type “chicken noodle soup”
into the search bar, Google will
go look for relevant web pages
and return those results to us.
4

How to Connect to the Internet – Scenario #2
For scenario #2, we still need the three basic things to use the Internet: hardware,
a connection to provide Internet service, and software to let us browse the Internet.

This desktop computer is made by Dell. Internet service is contracted through the
That’s the hardware.
cable TV provider with a cable modem and
an Ethernet cable plugged into the computer.
That’s the connection.

The operating system in this scenario is Microsoft Windows 7.
The operating system is the software that starts up when you
turn the computer on and works with all the other software
to talk with the hardware.
To get on the Internet, we use
software called a browser.
This time let’s use Firefox.
Now, using the Firefox browser,
to help us find what we want on the Internet,
we use a search engine. Any browser can
use Google as a way of finding things of
interest online. The search engine website
is just another website to the browser.
As before, if we type “chicken noodle
Once again, let’s use Google.
soup” into the search bar, Google will go
www.google.com
look for relevant web pages and return
those results to us.
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What is a Web Browser?
A browser (also known as a web browser or Internet browser) is a software tool
that lets you view and interact with information on the World Wide Web. A
browser lets you retrieve web pages which may have text, images, video, audio,
and usually hyperlinks from one web page to others.

A browser
lets you visit web sites and
move from web page to web page.
Basically, a browser lets you see
what’s on the Internet.

… just like…

A television
lets you see what shows or
programs are being broadcast.
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Time to Surf the Web
Enough talk, let’s jump in and start exploring the World Wide Web.
Start Internet Explorer.

At the top of the browser, in the address bar (which will be explained later), click,
and type wikipedia.org and press enter.

Notice that Internet Explorer added some technical stuff (http://www.)in front
of what you typed. For now, don’t worry about that.
Congratulations! You are “surfing the Web.”
Wikipedia is a hugely popular website that is an online encyclopedia. As you can
read on the screen, Wikipedia offers over four million articles in English alone.
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Time to Surf the Web – Wikipedia.org
At the bottom of the Wikipedia page is a field to type a search term to look up
relevant entries among the millions of encyclopedia entries.
Type any subject you want to find out more about. With four million entries, you
will probably have pretty good success. For example, type pluto and press enter.

On Wikipedia, and many other websites, text that is blue (and often underlined) is a
hyperlink. Clicking on hyperlinks allow you to easily move from one web page to
another.
Why is it sometimes called “surfing the Web?” First, because surfing is super cool,
dude. But also because the style of clicking on hyperlinks to jump from one web
page to the next to the next, has a flow like surfing through the online ocean of
information. Also think about TV “channel surfing.” Wow, like, cool, dooode.
Hyperlinks, or just “links”, can jump to a different part of the page you are currently
on, to a different page on the same web site, or to a web page on an entirely
different website.
Click a few links and explore.
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Web Browser Choices
There are several different browsers that offer the same basic capabilities but each
one has slightly different options and features. In general, a web browser is
designed to receive web documents and interpret and display them to you.
Here are the top browser options:
Microsoft Internet Explorer
http://windows.microsoft.com/en-us/internet-explorer/download-ie

Mozilla Firefox
http://www.mozilla.org/en-US/firefox/new/

Google Chrome
https://www.google.com/intl/en/chrome/browser/

Apple Safari
https://www.apple.com/safari/

Opera
http://www.opera.com/
Which browser is best? You might just as easily ask
which flavor of ice cream is best. To a large extent it
is personal preference as to which browser you use.
That said, the built-in Microsoft Internet Explorer
has been widely criticized as having security flaws
and other problems. Chrome has a reputation for
being fast. Firefox tends to follow the HTML
standards more than other browsers. They are all
free, so try a few and find the one you like.
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Finding Stuff On the Web
There are millions of web pages, new ones being created, old ones being removed, so
how do you find what you want in that glorious storm of chaos?
There are basically two paths to follow:
going to a specific web address
for example, www.wikipedia.org
-- or --

searching
by using a special website tool called a “search engine” and key words
Recent browsers have combined the ability to either search or enter a specific web
address into one area – the combined search/address bar at the top of the browser.
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Web Address or URL
If you want to view a specific website you will need to tell your browser where to
find it. You do this by typing the web address (the “URL” or “Uniform Resource
Locator” in geeky technical terms) into the browser address bar.

If you type amazon.com (and press enter) into the address bar at the top of your
browser, the browser will default to and add in http://www.
Let’s break down this web address:
http:// is the “protocol”, that is, the type of information being requested and how to
send it . In this case, a web page.
www stands for “World Wide Web” and indicates the address represents a website
As mentioned above, this is the default, and the browser will add if you
don’t.
amazon.com is known as a domain name or web address or URL. This is how you
establish a connection to a particular website. Web addresses are
unique across the entire Internet – there is only one amazon.com
Understanding how web addresses work is really very important because it lets
you know which website you are going to or linking to and also lets you determine if
someone is trying to scam you or fool you into going to the wrong address. 
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Web Addresses and “Domains”
It is important that we dig a little deeper into the concept of a web address. For
security purposes and because web addresses are ultimately how you know where
you are on the Web.
By way of a familiar reference, in general, what is a regular postal address?
• An address is a way to specify a particular place.
• An address is laid out in a particular order – for example: street, city, state,
country (and zip code).

123 Main Street, Salt Lake City, Utah, U.S.A.
www.hsdaas.utah.gov
A web address serves the same purposes for websites, that is:
• A web address is a way to specify a particular website.
• A web address is laid out in a particular order – instead of street, city, etc., web
addresses are specified by “domain.”
• Domain parts are separated by a period – usually pronounced as “dot”
• Examples: www.google.com or www.eff.org or www.ebc.co.uk
The top level domain, the part after the last dot, furthest to the right, may help you
tell what type of web site your are visiting or the geographic country the website
serves – take a look at the examples below. Recently there have been many more
top level domains added, search for “top level domain list” for lots more
information.
Top Level Domain Examples
As you move past the top level domain, you will
.com = commercial
usually find the heart of the situation, the domain
.org = organization
name associated with a particular website.
.edu = educational
.gov = government
There may be more than one level of domain parts
.mil = military
representing subsections of a particular website.
Country Domain Examples
As shown above, a subsection of the utah.gov
.us = United States
website is an area with a domain name of
.au = Australia
hsdaas. This is the Utah Division of Aging and
.uk = United Kingdom
Adult Services.

12

Web Addresses: Every Dot & Every Letter Matter
What is different between these web addresses?
www.microsoft.com
www.mucrosoft.com
Did you catch the misspelling of Microsoft? To your computer, your web browser,
these are two completely different web addresses – unlike horse shoes and hand
grenades, with computers “almost” does not count.
Bad people will use tricks with domain names to fool you so they can scam you.

For example, let’s say you get an email from Zions Bank confirming that $10,000
personal loan you knew nothing about has been approved! The email conveniently
shows you a link -- click www.zions.com to find out more.
The problem is, that is not the Zions Bank website (even though it will look almost
exactly like the real site), it’s a scam.
The real bank website is at www.zionsbank.com.

It’s time to play…
Spot the Evil Web Address:
Look at each web address below and try to figure out what is wrong with each one,
that is, why each one is not the legitimate address you would want to click on:
www.wells.fargo.com
www.vvellsfargo.com
www.wellsfargo.no-worries.com
www.wellsfargo.mx
www.aarp-free.com
wwwsnopes.com
And here’s a bonus question – what’s the difference between:
whitehouse.gov vs. whitehouse.com
Buzzz… time’s up… turn the page for the answers
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Web Addresses: Every Dot & Every Letter Matter
Spot the Evil Web Address Answers

www.wells.fargo.com

There’s and extra “dot” between wells and fargo.

www.vvellsfargo.com

That’s two letter v’s, not a w in wellsfargo.

www.wellsfargo.no-worries.com

No worries, but actually do worry.

www.wellsfargo.mx

That should be .com, not .mx.

www.aarp-free.com

The actual AARP site does not have a -free

wwwsnopes.com

There is a missing “dot” between www & snopes

And the bonus question – what’s the difference between:
whitehouse.gov is the real government, therefore .gov website
whitehouse.com is a “NSFW” web site, setup to catch the eye of people who
make mistakes. What is NSFW? It is an initialism for “Not Safe For Work” and, on
the Web, usually means adult or controversial or naughty content.

Thanks for playing
Remember – every “dot”
and every letter matter.
Have fun, stay safe!
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Searching… Finding the Needle in the Haystack
The World Wide Web is a wonderfully chaotic jumble of millions of pieces of
information. One of the strengths of the Internet is that there is no central planning
or control.
This means almost anyone can create and share content – stories, pictures of cats,
news, rumors, things for sale, more pictures of cats, technical information, jokes,
games, and a few more pictures of cats.* Things can change very quickly, web
content comes and goes, trends many last for a brief time and fade, other content
may be available for years or decades (so far).

So, if we don’t know the exact web address, with this amazing chaos, how do you
find anything?
We use a specialized website to search through the millions of web pages. These
powerful online services are known as search engines.
Currently, some of the popular websites that provide search engine services are:

google.com

yahoo.com

bing.com

duckduckgo.com

How do search engines work?
You type a key word or a few key words and the search engine tries to find web pages
that use those words and are, hopefully, relevant and useful to you. Let’s look at some
examples.
* At the moment, pictures of cats seem to be very popular on the Web. A Google search recently returned over
450 million cat references. A Google artificial intelligence program recently learned, by itself, to recognize
pictures of cats. There are several well paid cat celebrities online. Don’t try to understand any of this , just sit
back and enjoy the crazy ride. And here’s a picture of a cat for your enjoyment.
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Search Engine Example
The primary way to use a search engine website is to think of some key words about
the subject you want to find. The search engine is going to try to find web pages
from all over the Web that use those words. The better and more carefully you
choose your search terms the better the results will be. Open a browser and try this
example:
Modern browsers let you type either
a specific web address or search
terms in the top address/search bar.
Type bread in the address/search
bar and press enter.

Google returned over 86 million
results. Good, but we can get better
results by picking better key words.
This time, in the Google search bar,
type: honey whole wheat
bread recipe

We are down to about 3 million
results. But more importantly, the
top results look like good, relevant
links.
Scroll down the results and click on
any that look worth checking out.

There are lots of tricks and ways to make searching give very good results. If you
want to find out more, search for how to search google
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Browser History – Back and Forth

As you browse from one page to another, the browser keeps track of where you
have been. You can retrace your path by clicking on the “back” button.
The back button looks like an arrow pointing to the left.
This allows you to explore down a line of hyperlinks and be able to backup and take
a different path. For example, let’s find out about Leonardo da Vinci:
Start by going to www.google.com
and enter the search term:
Leonardo da Vinci
The first result is the link to Wikipedia about
our friend Leo. Click it.
Wikipedia shows information about Leonardo
with lots of links to other web pages. Find the
link to the Mona Lisa and click it.

From here, we could continue following links
to, for instance, the Louvre where the Mona
Lisa is displayed. Click it.

Interesting, but we are getting off the initial
track of finding out about Leonardo.
So… click the back button (which looks like an
arrow pointing to the left in most browsers) to
return to the previous page. You can click back
many pages or all the way back to where we
started.
 Use the back button to go back one page.
Use the forward button to go forward one page. 

17

Tabs, Tabs, and More Tabs
All modern web browsers have the ability to work with more than one web page at
a time by using tabs. Without tabs, you can only look at one web page at a time.
With tabs, you can have many web pages open at the same time – and quickly move
between them. For example, say you were looking for a good recipe for chicken
noodle soup. You might start with a Google search. Google will return a long list of
web pages that might be of interest.
Without tabs, you can only look at one web page at a time. So you might click and
check out the first recipe link. The new web page would be displayed, but the
Google results are no longer shown. To look at a second recipe you have to click
back then click on the next interesting link. But now the first recipe is no longer
shown.

One window, jumping
back and forth
between web pages

With tabs, you start with the same Google search and the list of results. But now if
you choose to open the first recipe in a new tab it will open while leaving the Google
results in the original tab. Then you could open the second recipe link in another
tab. You would now have three tabs open and could easily jump between them by
clicking on each tab at the top of the browser window. Let’s give it a try…
new tab
One window
with three tabs

new tab
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Tabs: A Quick Example
Let’s use the Chrome browser and
Google to search for “chicken noodle soup.”

Instead of clicking on the results as you
normally would, we want to open the links
in new tabs. Right-click on the first link and
choose Open link in new tab.

A new tab appears at the top of the
browser. There are now two tabs that you
can click between to jump back and forth.

Click on the Google tab to bring it to the
front. Then, once again, right-click on the
second link and Open link in new tab.

Now there are three tabs open. You can
click each one to bring it to the front.

BONUS: Drag one of the tabs out of the
browser window and it will become a new
browser window. Arrange these two
browser windows for side-by-side viewing.
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Bookmarks or Favorites
So now you are out surfing from one website to another, clicking on links and – hey
– you discover something really great, some web page that you will want to visit
again. But as soon as you close the browser, the page will be lost to you.
If only there was some way of keeping track of that interesting page…
If only there were some way of making a list of web pages you really like…
And, of course, there is.
In Internet Explorer you can make a list of your “favorites.”

First, browse to the page you want to “favorite.”
Then click on the star and click on the Add to favorites button.
Later, when you want to return to this page, click on the star and your list of
favorite pages is shown in the Favorites list. Click on any one to return to that page.
Chrome and Firefox browsers both offer the same functionality, but call it setting a
“bookmark.”

You can also organize your “favorites” or “bookmarks” into folders if you want to
categorize them.
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Security: the Good, the Bad, and the Ugly
There are good people, good groups, and good companies on the Internet. There
are people who will gladly help you. There are huge resources of good information.
There are companies which provide good products at reasonable prices and offer
excellent customer service. There is amazing free software and services. All of this is
the “good” stuff. And we’ll get back to it after this important security section.
The same freedom that brought about these wonderfully good
things also opens the opportunity for bad people, bad groups,
and bad companies. And there are most definitely bad or
malicious things on the Internet that can cause harm to your
wealth and your reputation.

Map of the Internet

It is important that you understand that when
you connect to the Internet you are exposing
yourself to a worldwide network where there
is money to be made by bad people directly
stealing from you, tricking you, or using your
computer for their own purposes.

Warning: Here be dragons…
And finally, there are the ugly consequences of people being
idiots and jerks online. There have always been idiots and jerks,
the Internet just provides a new venue for these people to
exercise their halfwittery.
So, hang on, pay attention, and let’s figure out some things we can do to
reduce the risks and make your Internet travels safer and more enjoyable.
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https:// The Web Site is Who They Claim to Be
A website secured by https means two things:
• you are confident that the website is who they claim to be
• for example: www.wellsfargo.com is actually Wells Fargo’s website as
opposed to someone else pretending to be Wells Fargo
• all the information sent or received from the web site is encrypted
• this means that even if a bad guy is intercepting the information it is
scrambled and of no use
• the encrypted information can only be unscrambled by the legitimate
website

Your
Computer

Mozilla, the makers of the Firefox browser offer a web page titled, “How do I tell if
my connection to a website is secure?”
https://support.mozilla.org/en-US/kb/how-do-i-tell-if-my-connection-is-secure
(or shortened to http://mcaf.ee/74mod)
Every time you are logging in to any site, any time you are sending or receiving
personal information – bank records, medical information, online purchases, always
be sure the website is encrypted with https://
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Phone “Support” Fraud
… ring… ring… Hello, I’m from “Windows” and we have been getting
reports from your computer that it is infected. I will help you 100% fix
this problem.

Microsoft
will not
call you
to help fix
your computer.
“If you don’t fix the problems you will lose all your files.”
“The local computer shop will not be able to help you.”
“I will tell you anything to get you to give me access to your computer…”
These phone calls are all scams.
Here is a direct quote from Microsoft’s Safety & Security Center:
“Microsoft does not make unsolicited phone calls to help you fix your computer”
In this scam cybercriminals call you and claim to be from Microsoft Tech Support. They
offer to help solve your computer problems. Once the crooks have gained your trust, they
attempt to steal from you and damage your computer with malicious software including
viruses and spyware.

Source: “Avoid scams that use the Microsoft name fraudulently”
http://www.microsoft.com/security/online-privacy/msname.aspx
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Security – Keep Your Operating System Updated
Software is a complex.
Software is written by people.
Often these people are faced with limited time, money, knowledge, etc.
Over time flaws or problems or “bugs” are discovered in almost all software.
The companies or people who make the software fix these bugs by releasing patches
to the software.
If you do not install these security patches, malicious people will take advantage of
the known vulnerabilities to infect your computer.
So…
It is an important part of your security plan to make sure you
update your operating system (i.e. Windows or Mac OS X) software.
For Windows 8:
• Right-click on the Windows flag logo (at the bottom left on the desktop)
• Click on Control Panel  click on Review your computer’s status
• Click on the drop down arrow on the Security line and review your settings.

NOTE: Microsoft is no longer providing updates to the old Windows XP software. This makes it
much more difficult to stay safe online if using XP. Newly found problems will no longer be fixed.
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Security – Keep Your OTHER Software Updated
Modern computer systems are built of layers of software.
When you turn your computer on it loads the operating system – Windows or Mac
OS X (or a variation of Linux or Chrome OS or lots of other esoteric OS’s).
The next layer is the browser software – Internet Explorer or Firefox or Chrome, etc.

And there frequently are more layers added to the browser, for example, Java or
Adobe PDF browser “plug in.”

Just as it is important to keep your operating system itself updated, it is important
to keep your browser and any other software you have installed updated.

How do you keep this “other” software updated?
Many modern software packages will alert you when there is an update and walk you
through a step-by-step update process. Others, you have to dig a little deeper.
Unfortunately, the bottom line it that there is no one, easy answer.
Helpful hints –
• try to find the “About” menu and info. Often there will be a version number and
the ability to check for and install updates
• Check the Task Bar Notification Area for hidden update possibilities
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Anti-Virus Services vs. Malicious Software
It may only take a few minutes for an unprotected Windows computer connected to
the Internet to be probed and potentially have some virus or malicious software
installed.
Welcome to the cyber arms race:



Hackers with malicious software
versus
Security Experts with anti-virus software



So… you should be running some sort of anti-virus software on your computer.
Windows 8 and Windows 10 have a built in anti-virus service. It can best be
described as “perfectly adequate.” There may be better options available but they
require you to do some research and get involved with a third party software
vendor. Several are very good and free. Since the malware environment is
constantly changing, which anti-virus service is best is also a moving target.
Therefore, rather than suggesting any particular service, it may not be fun, but you
should take some time to find who is providing effective protection at the moment.
A good starting point is www.av-test.org.
They do frequent tests on anti-virus
services and provide nice comparisons.
Notice the use of the term “service” – as in anti-virus service – that is because one
of the most important parts of any anti-virus protection is constant updates of the
new threats that are introduced every day. An anti-virus service with an out-of-date
malware definition file is of little use. Think of these definition files as the anti-virus
equivalent of a police mug book.
There is also anti-virus software for Mac OS X computers and Android tablets and
smart phones. (As of this writing there is no known malware attacks for Apple
iPhone or iPad devices as long as you get all of your apps from the official Apple App
Store, so there is no anti-virus software for them.)
Note: “anti-virus” has become a somewhat generic term covering many specific
forms of malicious software.
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Usernames and Passwords… Who are you?
Many websites or Internet services require you to setup an account that uniquely
identifies you.
Do you want to share news and pictures on Facebook?
Do you want to buy something from Amazon.com?
How about sending some email messages?
Care to tweet on Twitter?
Check your bank account, pay some bills?

Setup a Facebook account.
Setup an Amazon account.
Setup an email account.
Setup a Twitter account.
Setup another account……

You get the idea, it is pretty easy for you to end up with lots of accounts.

Since these accounts represent you – your money, your reputation – you should set
them up carefully and guard them from being used by anyone other than you.
So let’s look at some “best practices” for online identity management.

For each site, for each account, your USERNAME is who you claim to be.

I am
Mary Jones

I am
Mary Jones

I am
Mary Jones

I am
Mary Jones

I am
Mary Jones

And, for each site, for each account, your PASSWORD is how you prove it.

I am
Mary Jones
and on the Internet,
I prove it with my
secret password.

Well, dang it – since I don’t know the password
I can’t get into Mary’s bank account
or pretend to be Mary.
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The Art and Science of Strong Passwords
Russian Hackers Amass Over a Billion Internet Passwords
-- August, 2014: The New York Times by NICOLE PERLROTH and DAVID GELLES

2 Million Stolen Facebook, Yahoo And Google Passwords Posted Online
-- December 2013: The Huffington Post by Alexis Kleinman

Adobe Breach Impacted At Least 38 Million Users
-- October 2013: Krebs on Security

Passwords are important to protect your online
identity and your money. There is no one right
answer on how to pick a strong password, but there
are some good general practices to follow.
Best Practice #1: password length
Choose a password with more than 10 characters.
Hackers have computer programs that can try
millions of passwords per minute. Longer passwords
take longer to find.
I am Mary Jones.

Best Practice #2: password “complexity”
Use lower case, upper case, numbers, and special
characters. This greatly expands the possibilities
hackers have to try.
Best Practice #3: password “weirdness”
Do not choose a single word that is in the dictionary.
Do not choose a name, birthday, anniversary, etc.
It is OK to use these in combination, for example:
Aardvark-1998-MrFluffy

My email address is
Cool-Mary@gmail.com
I do not want anyone else
to be able to claim to be me
and use my email account for
malicious purposes.
So I use a strong password
that no one else knows.
(I would not normally tell you,
but my password for my email
account is: blueShoe4me&you)

I do not use this password on
Best Practice #4: password non-reuse
any other site.
Do not use the same password on multiple websites.
If one site is compromised you don’t want that to
open up all of your other accounts because they all
use the same password.
Strong Password examples:
uHi*83bb0Y$q1-z 9.8metersPerSec^2 I’d-Rather-Be2Safe 4GET?aboud+It

28

Sign In with my Email Address???
Many websites that require you to have an account encourage or require you to use
your email address as your username.
They do this for two main reasons:
• they want to be able to send you email messages
• it is easier for you to remember your email address rather than a different
username for each site you have to sign into
Unfortunately, this leads to confusion. These websites are not asking for your email
account password. Your “Sign In” is different for each web site.

Same email address is OK
Each password…password…password should be different

nattyknitter@gmail.com
Password: 82RED~skerDoo

nattyknitter@gmail.com
Password: gh{H403+Vq*n

nattyknitter@gmail.com
Password: BlueKey4:rt0

This is similar to having several credit cards –
a couple of Visa cards, a MasterCard, maybe
an American Express card. For your cards,
each will have the same name on it but each
one will have a different credit card number.
So remember, depending on the website, they may ask for a “username” or “user ID”
or email. These sites are not asking you to sign in to your email account. It is much
more secure to use a different password for each site than the one you use for your
email account. If a bad guy somehow gets your password for one site he will
immediately try to sign on to other sights with that same password. That is not good.
Pick strong passwords, write them down, be safe  see “Password Best Practices”
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It’s…………….All…………………Gone………….
You have all your documents, your family stories, your memories, years of pictures
of vacations, weddings, birthdays, the kids, grandkids, friends, the cat, the dog, the
wombat, all concentrated and stored on a hard drive spinning at 7,200 rpm with
tolerances less than a human hair – what could possibly go wrong?
Well, the hard drive could just fail, you could get infected with malicious software
that scrambles all your files, someone could steal your computer, there could be a
fire or flood or swarms of locusts, or you could spill your drink into or onto the
computer. What could possibly go wrong?
What would you do, how would you feel if your computer and everything on it was
suddenly just gone?
Scientifically, there is precisely a 1 in a “pretty darn likely” chance that something
will happen to cause your computer or the important stuff on it to have a problem.

You can do something about this.
BACKUP YOUR COMPUTER.
The subject of good backup and
recovery procedures is too
complex and too important to try to cover here. Ask someone, do some research, it
is not hard, but it does take attention to detail.
Use an online service like Carbonite. Get an external hard drive and backup to it.
Or, at least, get a USB flash drive.
For a few dollars, you can buy a USB flash drive that you plug
into your computer. Use it to copy your pictures, documents,
whatever, onto the flash drive.
Remove the drive from your computer and keep it in a safe
place. Then, whenever you feel the need, plug it back in
and update with any new images or document changes, etc.
For security purposes and peace of mind, find a backup
solution that works for you.
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Websites To Get You Started
www.snopes.com
Possibly the best website to check rumors, urban legends, scams, and fraudulent
claims. Did you get an email offering the chance to work at home? To get paid to
become a secret shopper? Or maybe a variation on the classic Nigerian needing help
getting money out of the country. Check Snopes first before forwarding an email,
before believing a rumor, before believing a “to good to be true” opportunity.

www.stumbleupon.com
StumbleUpon’s claim is that it “is great for finding you content you might never have
otherwise found on your own.” After selecting your interests from among broad
categories, you are presented with a simple “StumbleUpon” button. When you click
the button you are taken to web content that might interest you.

www.theonion.com
Actual headlines from past Onion stories:
CIA Realizes It’s Been Using Black Highlighters All These Years
The World's Most Powerful Women: We Make Them Discuss Fashion & Lindsay Lohan
Poll: Majority Of Americans Approve Of Sending Congress To Syria
Nation's Dog Owners Demand To Know Who's A Good Boy

Dare to read the always satirical and many times rude, offensive, and adult humor.

www.aarp.org
One of the largest advocacy groups for anyone over 50, “AARP is a nonprofit,
nonpartisan organization, with a membership of more than 37 million…” AARP offers
a large and continuously updated website.
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Social Networking: Facebook, Twitter, etc.
The Internet and the World Wide Web have always been about connecting and
sharing with other people. Social networks are the latest evolution of that idea.
In general, “social networking” means making connections and sharing with
family, friends, people with similar interests, groups talking about their
happenings and lives.
Facebook (facebook.com)is currently the most widely mentioned social
network. People use Facebook to post updates, messages, pictures,
announcements, whatever they want on their “wall.” Supposedly there are
about 1.3 billion Facebook users.
Twitter (twitter.com) is also very popular. Twitter’s unique aspect, and
certainly one reason for its popularity, is that each message or “tweet” is limited
to 140 characters.

There are many other social network sites – often with a special flavor or
different way of sharing with others. Instagram (instagram.com) is all about
sharing pictures. LinkedIn (linkedin.com) specializes in business and
professional networking.
Have fun, but please understand the implications of using these services – try to
keep in mind security concerns, “over sharing”, and how these sites make
money. On the Internet things tend to become permanent and public.
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More Web Sites To Get You Started

www.usatoday.com

www.bbc.com/news

www.wsj.com
www.nzherald.co.nz
Expand your sources of news – local, national, international. Look up the local papers
from your old hometown or from where the kids now live. Explore online only news
sources and “blogs” (web + log  blog). As with everything on the Internet, be on
alert for misinformation both intentional and unintentional. Opinions are great,
discussions are great, but remember to check the sources, check the “facts.”

www.wikipedia.org

www.yahoo.com

According to Wikipedia itself, “Wikipedia is a
collaboratively edited, multilingual, free-access, free
content Internet encyclopedia. Volunteers worldwide
collaboratively write Wikipedia's 30 million articles in
287 languages, including over 4.5 million in the English
Wikipedia, which collectively make up the Internet's
largest and most popular general reference work.”
“As a leader in global daily habits like email,
entertainment, news and sports, we strive to inspire,
delight and entertain. By infusing our products with
beauty and personality driven by our users, every
Yahoo experience feels made to order,” so says Yahoo!

… websites, so … start exploring …
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Sources and Fair Use

The copyright.gov web site references the following report to describe fair use:
The 1961 Report of the Register of Copyrights on the General Revision of the
U.S. Copyright Law. For this training guide, “fair use” is considered with relation to
any copyrighted images or other material. Where possible, images were used from
the Wikimedia Commons collection of sources. Copyright to included images is
retained by their respective original owners and use in this document is for
education and editorial comment only.
http://www.copyright.gov/fls/fl102.html
This guide was developed on a voluntary basis for non-profit educational purposes.
The text, layout, and overall aggregation is an original work.
-- John Welle, 2015
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